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DOC-EXEC-24-03-04
Risk review
                                                           Document for information and discussion 
Purpose of this item

To get input from the executive on the risks EDF faces and how we can mitigate them.
Questions for the Executive Committee 

· Do you have questions, comments or suggestions on the risks presented, or how we propose to management them?

Introduction        
Twice per year, or more, the executive committee reviews EDFs risks. It discusses and agrees steps to mitigate risks.  
This document is presented in 3 sections - Section 1 is the standing assessment of EDF general risks, which are a continuation of our past assessments.  Section 2 is focused on Risks related to our work in Ukraine and how to mitigate these. Section 3 provides a summary of risks with have been reported to EDF in 2024 and the measures taken to offset these risks. 
Section 1: General risk review 

	
	Date identified
	Risk type
	Likelihood to occur
	Severity of effect
	Ownership
	Measures to take 

	1
	2019
	Security of our website against hacking
	Possible- it already happened in the past with our previous website
	Moderate
	Communications Coordinator + team
	EDF upgraded its website domain to a new system to have higher security

Our maintenance services covered:

Monitor the sites and services used by EDF for security alerts on a daily basis and quickly apply any security patches.

Regular backup of website data and files for a period of 30 days.
Updates of the tools in place (CMS, plugins...) for security purposes.

Two technical profiles capable of managing the problems linked to the administration of a website.
A tracing tool to ensure that the potential incidents and their resolution are kept.

Staff training

Use of Multifactor authentication

Purchasing of Vade Secure to scan emails

	2
	2015
	Losing members – decreasing capacity of National Council members and lack of capacity of members 


	Unlikely in large numbers, but possible for some national councils, however, in reality our membership grows each year. 


	Severe- EDF needs to represent all DPOs in Europe and the national DPOs should also be strong progressive human rights organisations  
	Executive and Board 
	Close attention to internal communication, joint events, supporting members initiatives; membership review to identify capacity building needs, detailed attention in specific countries 

In 4-year planning offering more training support and resources to members, capacity building programme for members including on fundraising –
Specific interventions ad hoc to be raised by the Director at the executive committee

	3
	2015
	Get stuck in the EU bubble and lose touch with concerns of persons with disabilities 
	High 
	Moderate to high
	EDF executive and secretariat 
	Plan activities which engage directly with our members and participate in members events. Ensure EDF communication about the EU is easy to understand and relevant for the everyday lives of persons with disabilities. Recent staff training/exchange on country/member visits

	4
	2022
	National members not aligned to CRPD (eg question of EDF members supporting institutions, members promoting models of segregated education or sheltered workshops, members with positions that are go against the principle of gender equality, members not being diverse and inclusive)
	Likely due to diversity in the movement and lack of resources for DPOs to build their capacity 
	Moderate
	Executive 
	Identification of actions and positions in our membership that go against the CRPD;

Active involvement of the EDF President and executive in resolving CRPD and principle related issues; 

Bilateral meetings with the members concerned to discuss views and explain the reasoning and value behind the CRPD articles; 

More regular training and workshops for the Secretariat and members to clarify the EDF and CRPD position. 

Increased opportunities for exchange , learning and growth within membership 

	5
	2015
	Too many activities- risk to lose quality - ‘mission creep’
	Likely 
	Moderate 
	Executive Director and Deputy Director and Executive 
	Careful work planning, regular staff meetings, activity planning with executive

We must also be disciplined about what travel we do, which events we attend and projects we engage with. 
New EDF strategy to recheck our priorities and direction

	6
	2015
	EDF financial situation/ funding decreases 
	Moderate ; however, our income has been growing annually and our sources of funding diversifying.
	High 
	Executive Director  
	Careful management of finances and reporting

Investment in fundraising, sponsorship

Increased focus on resource mobilization and support to members in this field in next 4-year plan. 

Funding and grants officer hired and in post since end of 2021; she focuses on resource mobilization for EDF and members 

	7
	2021
	Financial- loss of EU funding 
	moderate
	High
	Executive Director
	Excellent preparation of 4-year workplan, strong monitoring and financial follow-up. Strengthening the financial team and systems (Finance manual update at the finance committee meeting in November). Financial sustainability work. 

	8
	2022
	Financial – effects of increased inflation and cost of living/operating the organization
	High
	Moderate
	Director

Executive
	Ensure that we can compensate for indexation of salaries under the Operating Grant; lobby the Commission to ease the rules or increase funding according to indexation

	9
	2020
	COVID 19 pandemic and consequences 
	Possible re-emergence of pandemic and related restrictions 
	This depends on how the pandemic reemerges as a public health concern affecting the general population, and then also our work, travel etc. 
	Executive 
	Continuous monitoring of threat level at the European level, and national level in any country we plan to have an event. 

	
	2022
	IT and e-mail systems – prone to hacking and spoofing addresses
	High (already happened)
	High – it might lead to untrustworthiness and reputational damage
	Secondary – Communications Coordinator
	Hiring of an external expert to audit and improve the e-mail systems

Regular contacts and complaints to our IT service provider.

Possible implementation of new, more secure systems. 

Training to staff on cyber awareness and security.

	
	2023
	Public accusations towards the International Disability Alliance have a negative impact on the reputation EDF
	High
	High 
	EDF executive
	


Section 2: Risks related to the war in Ukraine and EDF work

	
	Date identified
	Risk type
	Likelihood to occur
	Severity of effect
	Ownership
	Measures to take 

	1
	December 2022
	Prolonged war with less attention and funding over time, reducing EDFs ability to continue is work and support to members 
	Likely
	Moderate on EDF

Severe on DPOs and persons with disabilities in Ukraine 
	External
Within EDF: Programme Coordinator
	Advocacy to the EU and other donors to ensure continued engagement towards people with disabilities in Ukraine, funding mobilization to maintain support, focus on EU accession to ensure long term perspective in support to the disability movement in Ukraine. EDF has now planned to phase out of support to DPOs at the end of 2024 - in 2024 country activities will take place in Ukraine, Moldova, Poland and European Activities run by EDF and Sustento.

	3
	February 2022 onwards
	Safety and security - to monitor the programme in Ukraine and participate in activities travel there would be ideal. Our current travel insurance does not cover it.
	Possible
	Extreme: staff or consultants injury or loss of life

Moderate: mental health impact of staff traveling

Costs of travelling + extra insurances etc
	EDF Executive Director
	Travel to Ukraine is only permitted if considered essential to our programme - and no staff will be obliged to travel to Ukraine. 

EDF staff and consultants have both travelled to Ukraine in 2023 for programme visits, training, and program evaluation without incident. (Although Kiev was attacked by Russia during two visits)
Security training for staff of partners/ and EDF staff was done in October 2022. HEAT training (Hostile Environment Awareness Training)  was done for EDF staff in November 2023. Further safety and security training and HEAT (for the Ukraine program partners is planned to continue in 2024 as part of programme activities.
Security policy was updated for Ukraine 

Insurance is challenging. EDF has purchased travel insurance for travelling to Ukraine, including local Ukrainian insurance - but our full workplace insurance does not cover Ukraine, and this remains something we need to find more comprehensive solutions for. We currently contract specific insurance for each Ukraine trip and have a travel application for internal use to ensure all risks have been considered and mitigated. 

	4
	February 2022 onwards
	Child Protection and safeguarding /EDF is directly funding our members and partners who are providing direct support to adults and children in high risk situations, displaced, migrated and in institutions 
	Possible  
	Extreme to EDF if we fund activities that result in abuse 
	EDF Executive Director 
	Safeguarding policy included in partner contracts, Safeguarding training was given to partners in July 2022, and support is continually offered.

New safeguarding trainings will be provided through German Foreign Ministry funding in 2024. 

	5
	April 2022
	Financial risks – difficulty for our members in implementation of projects, lack of financial capacity for reporting, mismanagement of funding, delays in implementation or reporting– this will all impact EDF relationship with donors 

Corruption levels are high in Ukraine 
	Possible 
	Moderate.
	EDF Finance manager and Ukraine team (especially Admin and Finance reporting Officer)
	Use of EDF financial manual including new elements on partnership development

Hiring finance/ administration expert for project, increasing time of accountant, support to members by EDF staff (each country knows who their focal point is), training and project visits (ongoing).

Financial and reporting training for the program members

Training of EDF staff on finance manual and fraud policy was done in 2023; 

	6
	April 2022
	Mental health impact of the project of EDF staff 
	Possible. 
	Moderate 
	EDF Executive Director 
	Regular meetings with Ukraine team, Tuesdays, to monitor workload and prioritise

Ensuring adequate staffing and supervision of staff (according to EDF HR manual)
Training on Stress Management and Well-Being was given to partners and EDF staff in October 2022.

Further psychosocial support can be offered (at least one partner – NAPD – is already running PSS retreats for members.

	
	Aug 2023
	Staff recruitment challenges and attrition - There is a growing shortage of people in the Ukraine workforce who have experience in humanitarian action and/or disability inclusion. This is being increased because of the severity and longevity of the situation (there are many job opportunities with UN agencies and large humanitarian organisations, and many qualified people are leaving the country).
	Likely
	Moderate
	EDF and partner human resource departments and staff managers
	Practice good management; check staff morale; provide support where needed; offer training and longer term opportunities where possible

	9
	July 2022
	Closing of the Ukraine programme at the end of the funding cycle in December 2024
	Probably 
	Moderate on EDF as an organisation, but significant for staff concerned.

High for DPOs in Ukraine /Moldova and Poland
	EDF Executive Director
	Transparency with partners, members and staff about the timeframes for funding; this was announced already at the October 2022 partners meeting and all progress and plans discussed regularly with partners
Collaboration with funders to look for future options

Training for EDF members and partners in grant-writing; introducing members and partners to potential funders 

Phase out of unfunded parts of the programme 

Manage staff who will leave and redeploy staff to other projects as possible and suitable

	10
	November/December 2023
	Political risk – growing media attention to our demands on accessible infrastructure and implied criticism of the Ukraine government may lead to ill will by the political establishment
	Possible
	Moderate to low
	EDF international Cooperation manager with support of Communications Coordinator
	Ensuring key points are aligned and credible

Regular communications catch-up between press liaison and team

Contact with Ukrainian members

	11
	August 2023
	Financial – Overspending due to the increasing of inflation and salaries indexation as well as due to the occurrence of unforeseen situations that require additional expenses (additional trips, trainings), considering the fact that we are addressing an emergency situation
	Possible
	Moderate
	EDF Finance manager and Ukraine team (especially Admin and Finance reporting Officer)
	Ensuring adequate financial management, Continuous monitoring of the expenses at the EDF level and partners reports

	12 
	
	Changing of the target group’s needs - The dynamic nature of emergency situations may lead to rapidly evolving needs among affected target groups and OPD’s. Failure to adapt quickly to changing circumstances may result in an inadequate response that does not address the most critical needs
	Possible
	Moderate
	EDF: Programme Coordinator
	Regular meetings with Ukraine team, Tuesdays, to monitor the needs.

Program partners are submitting monthly summary reports and quarterly detailed narrative reports
EDF contracted in October 2023 a consultant to undertake a series of external evaluations of its work responding to the war in Ukraine. The purpose of these evaluations is to help EDF and its partners learn from the programme so far, identifying strengths and weaknesses, to make informed decisions moving forward and be able to provide the most effective possible response to similar future situations. First evaluation report will be available on January 2024

	13
	December 2023
	Issues with health and well-being of project leadership in Ukraine and staff turnover can hamper project implementation
	Likely
	High
	EDF management team, Empower Ukraine project staff
	Hiring a sufficient number of highly qualified and experienced experts by partner organisations in Ukraine in the project-related areas.  

Ensuring interchange of staff in Ukraine and delegating authority by project leaders to employees to allow them to make project-related decisions.  

Additionally, the project will make use of engaging experts / consultants and consultancy companies to minimise the risk of fall-out (e.g. in the areas of MHPSS, security and safety, communication and safeguarding).  

	14
	December 2023
	EDF inability to make timely money transfers to our partner organisations in Ukraine because of EDF cash flow needs
	Likely
	High
	EDF finance team, EDF management, Empower Ukraine project staff 
	Constant communication between EDF operational team, Empower Ukraine project staff and partners in Ukraine.  Robusting financial management systems, establishing clear financial procedures to ensure transparency, accountability, and compliance with contractual obligations.

	15
	December 2023
	Significant escalation of the active fighting beyond the current areas of hostilities.  

Blackouts due to Russian missile attacks. 

This may impede project implementation and impact the ability to monitor activities through field visits and other means.
	Likely
	Medium
	EDF management, Empower Ukraine project staff
	Risk assessment and mitigation will be addressed through the regular security analysis and consultations with Ukrainian partners and security service providers (e.g. SOS International). 

Acquiring power generators capable of providing local organisations with electricity.

	
	
	
	
	
	
	


Section 3- Incidents/risks reported 2024
1. Hacking 2024

In February 2024 the EDF secretariat was subjected to a an external digital attack- a hacking. Our e-mail system was infiltrated, the hacker made a false email address, and tried to send a mass mailing from an address called CEO@EDF. Microsoft spotted the suspicious mass mailing, and blocked our account. 

Immediate response: 

It took some days to handle this, which included: 

· Changing all passwords

· Getting our accounts unblocked

· Changing our working methods while the email freeze was on

There were not financial losses to EDF, but time losses. 

Longer term response: 

Our IT support Connectis has given staff training and installed multifactor authentication on our system. We will also purchase extra software to scan mails (Vade Secure) and do more intensive training. 
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